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The Lybell Graphchain (LGC) is a layer-1 platform designed to make crypto
intuitive and effortless for the user, in a scalable, secure, reliable and environ-
mentally conscious way. In short, it tackles the predominant challenges faced by
existing blockchain platforms. The Lybell (non-blockchain) design achieves this
through combining two novel approaches: a directed acyclic graph (DAG) based
consensus method, and a simplified transaction process. The DAG-consensus
makes transactions appear quickly, and ensures that the system scales with de-
mand. Figure 1 illustrates a simple Lybell Graphchain DAG, with the highlighted
sections in blue, nodes A, I and R representing the convergence points — points
at which all previous transactions are referenced at the head of the chain (details
in the paper Appendix). The simple transaction process refers the use of trans-
action scripts at the protocol level, that is used to make sending and receiving a
variety of transaction types straightforward and secure.

Background

The LGC White Paper (this paper) is an introduction to the current Graphchain
system. It provides a introduction to the LGC blockchain, its core ideas, an
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Figure 1: representation of the Lybell Graphchain DAG.

outline of the consensus mechanism and its intended applications. The cur-
rent document version is 0.8. Lybell Graphchain (LGC) builds on top of the
Grapchchain framework presented at the Blockchain, Cryptocurrencies and Con-
tracts workshop at AsiaCCS in 2018 [6]. It emerged from the work started in early
2016 and was distributed on the Cryptology ePrint Archive of the International
Association for Cryptologic Research (IACR) [5]. The idea is also featured as a
slightly more accessible article in ERCIM news [8]. The prefix Lybell represents
the specific implementation of the ideas presented in the Graphchain paper, and
the name itself is inspired from a variety of dragonfly; libellula.

This white paper is written as a set of principles that we will build into a
working system. We recognise that the design decisions presented may change
as development progresses, or at a later stage in alpha or beta testing. This
document itself may change to reflect decisions made at implementation time.

At the time of writing, LGC is in alpha-build development.

I Design changes

Since the Graphchain paper was first created and published in 2016, it has be-
come clear that the wholly proof of work (PoW) consensus method (as presented)
is no longer a realistic option for any system designed with scale or environmen-
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tal considerations in mind. This has resulted in a need to modify the consensus
mechanism, as we no-longer rely on proof-of-work for consensus (though there
remains a function for sybil resistance).

As a transitional measure, we have adopted a drop-in BFT-like consensus
mechanism, designed to maintain the integrity and functionality of the net-
work while developing a DAG-based proof-of-stake (PoS) model. This temporary
mechanism serves as a way of demonstrating the network functionality during
the development period. Our goal is to implement a novel type of PoS consensus
mechanism, tailored to the unique DAG-based requirements of our implementa-
tion. Details of development and characteristics will be presented in forthcoming
updates.

We describe the high-level changes to the consensus method within the fol-
lowing Features section.

II Features

This section describes the features of the LGC system.

II.1 Scalability

Lybell GC uses a directed acyclic graph (DAG) mechanism for the addition of new
transactions onto the growing chain, which is described in the paper appendix.
Unlike other DAG approaches, the system encourages rapid convergence to a
new point in the DAG by allowing each new transaction to refer to any number
of descendants. This approach ensures that the Lybell blockchain can scale
effectively to meet the demands of a wide range of applications and industries.

In addition, we provide a proof-of-stake (PoS) like validation-overlay, to
rapidly confirm state-updates and the validity of the network. Trust assumptions
can then be defined on an individual/cost basis. We provide a reward mechanism
for the work of validators to incentivise their continued network support.

II.2 Security

The system is built using well-known, and standardised, cryptographic primitives
and protocols. However, various competitor blockchain systems exist that are
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each performing their own security. The protocol makes use of this distributed
consensus effort on various other networks to secure and checkpoint the LGC
state at regular intervals, further reducing the possibility of malicious interference
and creating frequent roll-back states for a worst case scenario.

II.3 Sustainability

LGC has been designed with energy efficiency in mind, and so moves on from
the original PoW design of the appendix, adapting the consensus mechanism to
utilise a validator selection PoS approach, and utilising the work performed on
various other chains.

II.4 Real decentralisation

LGC recognises that decentralisation is achieved through means that allow for
not just the operation of the state consensus, but also through governance and
ownership. Therefore the native system tokens are used not only for verification,
but also for system governance.

II.4.1 Tokens for utility

The native token is designed primarily as a utility token. The main functions
are:

• Validator selection

• Including with state updates to incentivise state update and capture within
the network

II.5 Inflationary measures

Token operation for the first 3to5 years of operation are set at 0%, with an
increase after that to be set by network consensus. We expect a small inflationary
schedule after this date to encourage validator participation.
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II.6 Scripts and smart contracts

LGC offers a structured approach to smart contracts, whereby smart contracts
are standardised and introduced into the system over time, and after testing.
This represents a move away from the more liberal approach that allows any
smart contract to be created, such as in the Ethereum network. However, it is
designed to be more flexible than the conservatism we have seen in some earlier
systems.

The initial design will focus on fast token transference, with a limited set of
scripts including:

1. Regular fungible transfer,

• one to one,

• one to many,

• many to one, and

• many to many;

2. Regular non-fungible token creation and transfer

3. Cryptographic data inclusion, supporting (in combination):

• encrypted data inclusion

• signed data inclusion

• plaintext message inclusion with data integrity

4. Token creation and distribution.

We expect to quickly add functionality for the following:

1. Non-transferable token creation and distribution;

2. Micro-payment capabilities with randomisation;

3. Identity-based transactions for

• pay to email;

• pay to phone number;
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• encryption support.

In addition, at the present time, we intend to explore potential avenues for the
development of:

• Privacy coin support;

• Offline transactions;

• Secure communication between other networks.

II.7 Individuals and business

The LGC chain aims for versatility, accommodating both individual users and
business operations, within a decentralised framework. Our goal is to enable
direct interaction on the main chain for commercial operations, while upholding
the same network properties required for a public chain. We aim to offer business
support shortly after the main chain release.
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III A: Graphchain paper

The following appendix pages showcase the Graphchain concept as it was initially
introduced in the original eprint, and later updated upon publication in 2018.
This presentation also incorporates more recent modifications to the design. As
explained in the introductory sections of the whitepaper, some of the original
ideas have evolved. We have decided to include this information as an appendix,
both for reference and to provide interested readers with a deeper understanding
of the motivations and inspirations behind the initial design.

Authors: Xavier Boyen, Christopher Carr and Thomas Haines.
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1 Introduction

The Graphchain framework emerged in the wake of proposals hoping to solve
some of the issues in the Bitcoin system. The design sought to improve the
scalability issue, while at the same time maintaining the decentralised properties.

Various factors account for Bitcoin’s success, though there is little question
that the decentralised design and perceived immunity from government interfer-
ence played a significant part in its uptake.

The absence of imposed centralised authority did not prevent the emergence
of large syndicates of mining pools, which still hold a great amount of con-
trol over blockchain systems. There are a variety of issues with the Bitcoin
Blockchain and blockchain systems in general. Unfortunately, some issues can-
not be fixed without a complete system redesign [2, 4, 17, 24, 26, 27, 40].
The range of proposals goes from tweaks, or altcoins [43, 42], to holistic design
changes, sometimes with in-built centralisation [37] or escrow [9] as solutions to
the perceived problems. Nonetheless, two critical issues remain:

1. Centralisation: Consolidation of block mining into the hands of a small
portion of the total participants.

2. Scalability: Long delays until transactions are considered as included in
the system.

It can be argued that both problems are inherent to blockchain technology, and
that we therefore need a new approach.

Centralisation

The centralisation issue within blockchain technology is an artefact of the con-
struction of the first blockchains. Blockchain systems, coupled with their proof-
of-work mechanisms, make it difficulty to regularly and fairly distribute rewards
to the myriad of participants that contribute their computing power to the net-
work. On these blockchains the rewards gained for any individual user’s effort
are few and far between, making solo mining (mining as an individual, and not
part of a mining pool) a high-risk, high-reward venture.

To alleviate these issues, participants coalesced into mining pools to ensure
a more frequent income. This comes at the cost of abdicating their duty for
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verification oversight and collectively makes the network more susceptible to the
attacks. This is not just the 51% attack [30], but also the “selfish miner” or
33% attack [16], which in some special cases can become a 25% attack. To
emphasis this issue, note that a single one of these pools has temporarily held
absolute majority of the computing power on the network [1]. In essence, this
move to a system of mining pools defeats the decentralised principles, and is a
widely recognised problem [24, 29, 25].

Scalability

Blockchained cryptocurrencies use a feed-back-loop mechanism to alter the dif-
ficulty of creating a block, to ensure that new blocks are created approximately
within a predefined period of time. Unfortunately, periodic block creation is
troublesome, especially when it involves a high-variance Poisson process — as
each puzzle attempt has probability of succeeding in independent of the previous
solution. For miners, this is often just enough time to ensure that they quickly
learn of newly created blocks, and perversely encourages the miners to delay
the propagation of new blocks other than their own. For users, unpredictable
block creation times means that they must wait for transaction confirmation and
hinders the adoption of blockchain technology for real-world payments. These
scalability issues due to the use of blockchains are a recognised problem [10].
Commercial Bitcoin users now mitigate the blockchain delays by entrusting third
parties as payment processors, defeating the decentralised principle. The com-
pany Bitpay, bitpay.com is one such example.

In short, contention and consolidation are inherent to any blockchain reward
structure, making it unsuitable to cater for a large population of miners and users.
Despite its importance, the difficulty of realizing a proof-of-work scheme with
better characteristics than a blockchain is a central problem in cryptocurrency
design. Paraphrasing Narayanan et al. [31]: the holy grail would be to design a
consensus protocol which is ‘naturally’ low-variance by offering smaller rewards
for lower-difficulty puzzles.

11
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2 Overview

This paper presents a blockchain-free proposal, called the Graphchain. This
white paper version is an extended and updated version of the work carried out
in [5] and [6]. Instead of relying on a single block structure, the idea of a
graphchain shifts the task of affirming transactions onto the transactions them-
selves. Verification therefore no longer results in a single chain of blocks con-
taining transactions, but in a graph comprised only of transactions validating
previous transactions. Figure 2 visually represents the construction. Each square
represents a transaction that collects (see Definition 1) one or many previous
transactions. The highlighted transaction at the front, or head, of the graph
represents a new transaction that includes directly the two transactions that
indirectly include all previous transactions in the graph.

2.1 A Graphchain

In a graphchain, when a transaction is posted, in addition to the cryptocurrency
aspects of signatures and money transfer, it will refer to any unverified previous
transactions deemed to be valid. A transaction is said to include, or form a PoW
on, some distinct set of transactions if that set is included in the transaction for-
mation. This is akin to including a reference to a previous block in a blockchain.
This induces a growing graph of verifications, where each transaction verifies and
secures its parent transactions. This can be represented visually like the example
in Figure 2.

The growth of the graph is steered using an incentive system that encourages
affirming recent transactions while equitably rewarding all transactions, even
when they share the same parents — up to some reasonable limit. Figure 2
illustrates how transactions refer to each other. Each arrow points from an
ancestor (or parent) node, to a descendent (or child) node. These nodes are
called transactions. They can also be thought of as small blocks to use blockchain
terminology.

Eventually every valid transaction is verified by all new valid transactions,
making the transactions as immutable as in a linear blockchain. This is called
convergence, and a set of transactions are said to have converged if they all
share a common descendant in the graph. In Figure 2 the graph is converged
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Figure 2: Visual Representation of a Graphchain

on the highlighted transaction, as it is a common descendant of all others.
Section 4 proves that convergence does occur, and it is experimentally verified
that convergence occurs rapidly, even with network delay, which is essential for
scalability. This work, originally published on the IACR eprint archive [5] and
since revised, was the first to propose an entirely graph-based cryptographic
ledger, a graphchain, which is a robust and suitable stand-in for a blockchain.

2.2 Related Ideas

Various problems with Bitcoin’s model have previously been studied. Karame et
al. [21] evaluate the problem of payment verification speed. Miller et al. [28] look
at replacing the PoW in Bitcoin with proofs-of-retrievability, in order to mitigate
the waste of computational resources, similar to Park et al. [33] who present
a proof-of-space alternative. Gervais et al. [18] critically analyze the claims of
decentralization in Bitcoin, while Johnson et al. [20] review the incentives for
mining pools to engage in underhanded strategies to achieve a competitive ad-
vantage. Pass et al. [34] analyse the Blockchain under an asynchronous setting,
where users can join and leave the system as required, and scalability improve-
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ments are the focal point of work by Sompolinsky and Zohar [39]. Taking the
concern for centralization further, Danezis and Meiklejohn [11] consider the best
possible outcomes if a partially-centralised authority is assumed.

Additionally, Miller et al. [29] propose computational puzzles that cannot be
outsourced, thus removing the ability for users to work together, such as in min-
ing pools. Lewenberg et al. [24] suggest a scheme where multiple blockchains
emerge at once, in order to include more transactions. These two proposals
attempt to resolve the two issues focused on here. This chapter, however, takes
the different approach of changing the underlying blockchain structure, in order
to incentivise solo work, and aims to capture the two desired properties simul-
taneously. Moreover, in direct contrast to Lewenberg et al. [24], this proposal
allows for multiple rewards for securing the same transactions.

Subsequent to the results of this research [5] was Spectre [38] and the work
of Bentov et al. [3]. Spectre, like Bitcoin, uses miners to collect transactions into
blocks, but allows those blocks to form into directed graph instead of a chain.
Sompolinsky et al. [38] show that a directed acyclic graph alleviates a theoretical
loss of security when the rate at which blocks are issued significantly slows down.
While our solution ensures the order of any two transactions is agreed upon by
all non-corrupt nodes, Spectre does not. Spectre however is still based on blocks
and dedicated miners who create them, and so can be considered as part way
between the original Bitcoin blockchain and a block-free construction. Spectre
also has a very specific focus: to avoid certain theorised attacks against the
blockchain that may occur in certain circumstances; Spectre does not get rid of
transaction rate bottlenecks and miner centralization. The proposal of Bentov
et al. [3], more recent than Spectre, achieves many similar properties, but uses a
much more complicated protocol to achieve the results, involving an additional
Byzantine agreement layer. In contrast, this proposal achieves the same results
with a far simpler design.

IOTA [19, 36] also propose a graph-based system. Their approach vastly dif-
fers from the work here. The IOTA system assumes an honest majority of users
and provides arguments for scalability from a statistical, rather than adversarial,
perspective. This work employs incentive structures within the security analysis
of the framework in Section 4. One concern when arranging large numbers of
transactions into a graph, as opposed to a blockchain, is that the relevant graph
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algorithms become a computational burden in the worst case. IOTA appears
to do nothing to address or prevent this issue. The Tangle [36] protocol, used
in IOTA, may be well behaved under chance events, but not against deliberate
action, leaving it at risk of devastating denial-of-service attacks. In contrast, it
is one of the core contributions to design a block-free graph-based distributed
ledger that guarantees fast and correct consensus through a combination of in-
centives and enforcement. Another concern is that not much is known about the
implemented IOTA source code, which is a worry given that IOTA implemented
their own hash function Curl, which was recently broken [14].

Lerner [23] proposes a DAG design, similar in principle to the work presented
here. Unfortunately, there is no well defined incentive structure and no analysis
of the security in the system. Properties of scalability are also left unclear.

The Hashgraph [45], released in late 2017, also bears some similarities to this
framework, in that they too use a graph based structure. A notable difference is
that they rely on byzantine agreement protocols, but argue that the hashgraph
can be changed to a permissionless system. Unfortunately, while they propose
switching to a proof-of-work or proof-of-stake model, they fail to include any
analysis of how the incentive structures provide security in this setting.

One emerging solution to transaction throughput issues is payment channels
such as the lightning network [35] and Duplex Micropayment Channels [13].
These channels allow on-blockchain transactions to be leveraged to allow for
secure off-blockchain transactions, allowing significantly increased throughput,
which is a complementary direction of inquiry, and is not exclusive of the work
contained here.

Decker et al. [12] published an analysis of the relationships between block
size, delay and security in Bitcoin. Since the graphchain scheme rests on dif-
ferent security assumptions, the applicability of their analysis is not clear. As
a solution to Bitcoin’s delay problems Sompolinsky et al. [39] introduced the
GHOST protocol. While GHOST rectifies some of the issues with delays it does
so by allowing the inclusion of non-accepted blocks and so does not alleviate the
risk to small users of not receiving rewards for their mining effort.

Ethereum [32] currently implements a reduced version of the GHOST pro-
tocol, which allows for fast block creation times, and mitigates the problem of
orphan blocks — which they call uncles — by allowing them to be referenced
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by newly created blocks. It incentivises this behaviour by increasing the re-
ward for the miner of the new block. In Ethereum however, transactions within
uncle blocks are not valid, and so transaction throughput is not increased. For
Ethereum, the improvements are directed at the user-facing cryptocurrency layer,
which are essentially orthogonal to this chapter.

Bitcoin NG [15] and Byzcoin [22] are proposals for separating leader selec-
tion from transactions. The innovations of Bitcoin NG and its successors are
mostly geared at improving mining fairness within the original paradigm of the
blockchain.

The work of Carlsten et al. [7] on the instability of Bitcoin based on fees alone
implies a long term problem for Bitcoin and many other currencies. However, the
results do not directly apply to the construction here, since fees are not claimed
immediately.

2.3 Aims of Graphchain

The graphchain mechanism described in this chapter has considerable advantages
over the blockchained model:

1. It removes the need for mining-pools.

2. It enables faster transaction confirmations by removing the block aspect.

3. It gives commensurate rewards for differing PoW effort.

4. It allows transaction volume to scale naturally with fluctuating activity.

The framework removes the need for a single blockchain, and allows for a
lighter system of transactions arranged into a directed graph. Multiple miners can
get rewarded for verifying the same transactions, which simultaneously removes
the competition to be the first to create a new block. It allows miners to work
at unequal speeds with unequal resources, while still obtaining regular rewards
for their efforts, and all the while, contributing to the verification of transactions
and system security.

2.3.1 Transactions as First-class Objects

Without blocks, transactions have a dual function: transactional and structural.
Accordingly, our transactions consist of:
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• A transactional/monetary component, representing the user-facing aspect
of the transaction—the payload— for example; cash, currencies, securities,
contracts, etc. This framework is oblivious to this component, other than
for a minimal ability to carry a value for the fee and reward mechanism.

• A structural/mining component, representing the systemic aspect of the
transaction—its metadata. This framework relies on this component to
build a globally consistent verification graph using PoW, incentives, and
other mechanisms.

2.3.2 Fees and Incentives

Each transaction must post a transaction fee: an offering for collection by future
transactions that will verify it. Conversely, each transaction must refer to a
selection of prior transactions called parents, which must be valid and have fees
available for collection. Referencing the parents indicates verification and causes
the verifier to collect a certain amount of available fee from them and their
ancestors.

Fees are collected from the oldest ancestors with fee remaining first, by
walking the directed acyclic graph of those ancestors and selecting any available
fee that remains up to a prescribed total amount, which is based on the amount of
work performed. The fee and incentive method here differs from the blockchain,
and encourages the following properties:

1. Verification is directed toward recent transactions, since direct validations
of older transactions will be forbidden once their fees are exhausted.

2. Higher fee transactions can attract parallel verifiers for rapid affirmation.

3. Fees from a transaction are not immediately claimed, but are instead grad-
ually drained as a transaction gains more descendants.

4. A Time-To-Live parameter allows the acceptable network delay to be en-
coded into the system, which controls the time taken to deplete the fees
of a transaction. Provided the network delay is less than this parameter
then slow transactions will be unaffected.
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5. Any transaction, once collected into the verification graph, will at some
point become connected to the ancestor tree of every future transaction
in the graph, eventually providing maximum validation regardless of fee —
the feature refer to above as convergence.

6. Invalid transactions, for reasons such as double spending, stale fees, mis-
formatting, and so on, will be weeded out by majority vote of the miners,
who are incentivised to refuse to extend the transaction graph from the
fault.

This approach greatly simplifies the challenge of maintaining global consis-
tency of a partial order by exploiting the economic incentives available within a
cryptocurrency. Miners are incentivised to work from the head of the graph (to
keep it lean) by requiring that parents still have enough available fee remaining
to be eligible parents. Note also that the overhead of embedding the PoW verifi-
cation process within each transaction is small in comparison to the transactional
data.

2.3.3 Cryptocurrency Independent

Because our graph-based validation and cooperative PoW framework is indepen-
dent of the payload of the transaction itself—other than a way to collect fees,
pay fees, and create assets (or coins)— the intention is that one can instantiate
it with any cryptocurrency functionality of choice. Transforming any existing
blockchain-based cryptocurrency into essentially the same cryptocurrency with
graphchain-based verification potentially improves scalability and decentralisa-
tion by giving everyone an opportunity to profit from their individual participation
toward securing the network.

3 A Block-Free Ledger

This section describes the rules for a graph-based ledger. It relies on PoW
and derived incentives to achieve global consensus, convergence, and timely
verification of new transactions.
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3.1 Transactions

Transactions perform all roles in the system: they create and redistribute tokens,
add fees and confirm previous transactions. To create a transaction xi, the
following information is provided:

1. Payment information Payi transferring the tokens, as in other cryptocur-
rencies such as Bitcoin.

2. A set of n previous transactions Ti = {x1, x2, . . . , xn}, for some n where
n ≥ 1. This set references the previous transactions that are considered
valid transactions by the transaction creator. The transaction being cre-
ated xi is not in the set T .

3. A transaction fee fi. Every transaction must contain a fee, such that
fi > 0, in order to offset the distributed cost of conveying and verifying
the transaction.

4. A number of tokens being created and prize being claimed mi.

5. A solution value si.

Thus a transaction is the tuple:

xi = (Payi, Ti, fi,mi, si). (1)

The parent transactions Ti are mandatory references to at least one prior trans-
action whose validity the present transaction is vouching for. This indirectly
vouches for the validity of the ancestors of the transactions in Ti. Provided that
the new transaction is itself valid, the PoW attached to the new transaction
will add onto the cumulative PoW associated with the parent transactions, and
likewise strengthen all of their ancestors.

Definition 1 (Contains and Collects). For any transaction defined as above,
where xi = (Payi, Ti, fi,mi, si), a transaction is said to collect or contain the
transactions included in Ti within its proof-of-work.

For example, the Figure 3 graphically represents transactions where x7 col-
lects transactions x6 and x5, x5 collects transactions x1, x2 and x3 and trans-
action x6 is said to collect transactions x3 and x4. Thus the transaction set T7

for x7 would be {x5, x6}.
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Figure 3: Example Transaction Diagram

An ordering relation on transactions can be expressed.

Definition 2 (Transaction Ordering). Let G be a set of transactions. For x

and x′, two distinct elements in the set, x ≺ x′ if x′ contains x, and vice-
versa for x ≻ x′. The set G equipped with this ordering relation ≺ is called a
Transactional Partially Ordered Set, or T–POSET.

Returning to the example figure, Figure 3, there is an ordering on the set
of transactions in the graph given by x3 ≺ {x5, x6} ≺ x7. This is a partial
ordering of transactions (a T–POSET), as it is not possible to strictly order all
transactions, such as x1 and x6.

Each transaction xi within a T–POSET has a solution value si to some
PoW function. This is purposefully left undefined here to allow for any variety
of PoW function. In practice, this could be achieved with something similar to
the Bitcoin PoW function, where the challenge is to find a solution such that
H(xi) has a number of leading zeros. Notably, this work allows the transaction
creator to decide for themselves how difficult they would like the challenge to
be, provided certain conditions are met, as explained later. What matters is that
there is some well defined way to calculate how much computational effort went
into creating the transaction. This is defined as the function Work.

Definition 3 (Work). Let G be a T–POSET of transactions and let xi be
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a transaction in G, then Work(xi) is a function returning a positive real value
representing the expected computational effort required to create the transaction
xi.

For example, if the PoW function is to hash a transaction with a suitable
hash function H, and a transaction xi is provided with solution si such that
H(xi) has 10 leading zeros, then the expected number of computational steps
required to create the transaction, assuming the hash function H behaves like a
random oracle, is 29, and so Work(xi) = 29.

As the transaction graph is created with each transaction having a well de-
fined work value, it is possible to calculate the cumulative work of all the trans-
actions that are descended from any particular transaction. This is called the
weight.

Definition 4 (Transaction Weight). Let G be a T–POSET and let xi ∈ G be
a transaction. Let Y = {yi : yi ≻ xi} be the set of all the descendants of xi.
The weight of xi is defined as the sum of the work contributed by every one of
the yi,

Weight(xi) =

|Y |∑
i=1

Work(yi). (2)

This notion of weight is well defined given any T–POSET, however it is also
dynamic in the sense that as the T–POSET grows with new transactions, the
weight of an existing transaction will grow as it gains new descendants.

To help describe the weight property, let us extend the example from Fig-
ure 3 with Figure 4. Each transaction in the graph is annotated with a work
value for each transaction, coloured red. The transaction x3 will have weight
Weight(x3) = Work(x5) + Work(x6) + Work(x7) = 73. The transaction x2,
which is not an ancestor of x6 will have weight 48. The transaction x5 and x6

will both have weight 18.
Maintaining consensus across multiple verifiers requires the notion of the

height of a transaction. For a transaction xi, Height(xi) is the total work of xi
and all the ancestors of xi.

Definition 5 (Height). Let G be a T–POSET and let xi ∈ G be a transaction.
Let y1, . . . , ym be elements in G and ancestors of xi, then the height of xi is
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Figure 4: Example Weighted Transaction Diagram

the sum of the work of every ancestor of xi, plus xi itself, given by,

Height(xi) = Work(xi) +
m∑
i=1

Work(yi). (3)

In Figure 4, the height of transaction x1 is its work value 10. The height of
x5 is its work value plus that of all of its ancestors, so 30 + 10 + 7 + 7 = 54.
The height of x6 is then 25 + 7 + 5 = 37. Now, the height of x7 is the sum of
all the weights in the graph so Height(x7) = 92.

3.2 Transaction Validity and Fee Collection

Unlike in other cryptocurrencies, transaction fees are not immediately claimed
by the immediate descendant, rather fees increase the total prize value of the
transaction, see Section 3.3, available for collection by a number of descendants.
Every transaction xi, linking to earlier transactions Ti = {x1, ..., xn}, collects a
positive and well defined amount of fees, from the union of the transactions in
Ti and their ancestors. For the new transaction xi to be valid, it must meet the
following two conditions:

1. The fee that xi takes is included as part of the token creation mi, and
must be available from the prize set of the union of all of xi’s ancestors.
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2. For every transaction listed in Ti, the prize must be non-zero.

These constraints are important later for ensuring that new transactions are
validated in priority, and that all valid transactions quickly converge to sharing
a common descendant.

The amount of prize that a new transaction xi collects is fully determined by
xi and its local context (i.e., the smallest subset G′ ⊆ G containing xi and its
ancestors). The collected prize increases with the value of work of xi, or even
proportionally with an automatic proportion factor β; see Equation 7 and 8.

3.3 Prize

The prize of a transaction xi with respect to some T–POSET of transactions
G, is the sum of the fee that is still available from xi and all of the ancestors
of xi. Prize is also a dynamic notion: it is highest when xi is new and has no
descendants, and decreases as the graph G grows and the fees from xi and its
ancestors are claimed by its descendants. The prize of any transaction xi is a
well-defined quantity given the current state of a the graph.

3.4 Drain and Prize Depletion

As prize is collected, it is necessary to decide from which ancestors a new transac-
tion will collect its prize in terms of fees. The method employed is to deplete the
oldest eligible nodes first, defining age based on their height. This has two desir-
able purposes: Firstly, verifiers will be further compelled to affirm newer rather
than older transactions, otherwise they risk their effort being wasted. Secondly,
the sooner that the prize of a node reaches zero, the sooner it and all of its
ancestors can be pruned from the dynamic data structure that each verifier must
maintain to keep track of the amounts still available for collection.

Defining the depletion ordering unambiguously, xi is older than xj if Height(xi) <
Height(xj). This relation induces a total order that is compatible with the
partial order of the T–POSET. Ties will be highly unlikely, and can be de-
cided in any fixed deterministic manner, such as comparing the hash of the two
transactions and saying that transaction xi is depleted before transaction xj if
H(xi) < H(xj).
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Thus, when a new transaction is created and broadcast, the fees that it col-
lects will be taken from the oldest of its ancestors that still have fees available to
collect, moving forward towards the top of the graph as those oldest transactions
become depleted. Thus, the prize of a transaction xi is the total amount that
can still be collected from xi and all of its ancestors, and clearly for all such
ancestors, their prize strictly less than that of xi.

The definition of prize of a transaction is given in terms of how much a
prize a transaction takes, called the drain. The drain of a transaction xi, then,
is the current portion of the fee of xi that has already been collected by the
descendants of xi. Clearly, Drain(xi) = 0 for a transaction without descendants,
and approaches Drain(xi) = fi, the original transaction fee, as xi acquires
descendants that collect its fee. As Drain(xi) is also dynamic, it depends on the
current state of the T–POSET G in the view of a particular verifier at a given
time.

Definition 6 (Drain). Let G be a T–POSET, containing n transactions. Let
xi ∈ G have m < n descendants {y1, y2, . . . , ym}, and for each yi, define δi to
be the prize taken by yi from xi. Then for each transaction, the drain of xi is
defined by:

Drain(xi) =
m∑
i=1

δi (4)

The prize of a transaction xi is then the total fees brought by xi and its
ancestors, minus by the total drain from its descendants. Likewise, prize is also
a dynamic notion that depends on the current T–POSET G.

Definition 7 (Prize). Let G be a T–POSET, containing n transactions. Let
xi ∈ G be a transaction, with fee fi. The prize of a transaction xi is its fee
minus the drain applied to xi:

Prize(xi) =
(
fi − Drain(xi)

)
. (5)

Further, for any set G the prize of a set of transactions, T ⊆ G is given by,

Prize(T ) =
∑
x∈T

Prize(x) (6)

Figure 5 provides an illustration of a transaction graph annotated with values
representing prize and drain. These values are different from those in Figure 4.
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Figure 5: Transaction Diagram of Prize and Drain

The graph is split into three states, by the dashed lines. The first state is where
only the first 4 transactions x1 to x4 are available. The second state includes
the first state as well as x5 and x6. The third state includes all transactions.
This three state diagram is designed to representing the evolving nature of this
system. Transaction three posts a fee value 7, coloured orange. Since it has no
ancestors, this is also its prize in the first state.

The values coloured in blue represent the drain value taken from x3. Thus,
in the first state of the diagram Drain(x3) = 0 and Prize(x3) = 7. In the second
state Drain(x3) = 3 contributed by x5 and x6 and Prize(x3) = 4. In the third
state Drain(x3) = 6 and Prize(x3) = 1.

3.5 Drain Rate Adjustment

Consider the total prize available across all the current transactions in the system
G, given by Prize(G). Macroscopically, it is possible to control the time it will
take for the combined verification effort to deplete this prize completely, this is
the purpose of the Time-To-Live parameter. This time is the expected lifetime
of a transaction in the T–POSET, before it can no longer be the direct ancestor
of a future transaction.

Controlling this lifetime can be done by adjusting the rate at which a trans-
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action xi can drain the fees from its ancestors, in proportion to the difficulty of
the PoW posted by xi. Specifically, assuming that the combined computational
power of the whole system is constant, then the time to drain a transaction, the
Time-To-Live, is a ratio of the total available prize over the total work of all the
transactions since the system’s inception, i.e.,

Time-To-Live (sec.)
Age-Of-System (sec.)

= β · Prize(G)∑
xi∈GWork(xi)

(7)

Here, β is an exchange rate parameter indicating how much fee is to be collected
from its ancestors by a transaction that posts a PoW of unit difficulty. Time-
To-Live parameter must be chosen as a global system constant, and selected
large enough to ensure network delay does not cause new transactions to enter
race conditions, yet small enough to encourage creating transactions from the
leading transactions on the system.

Unfortunately, β determined from the above equation will be technically ill-
defined unless all the verifiers share the exact same view of G at the time it is
determined. Letting G′ ⊂ G be the uniquely defined ancestor set of a transaction
xi, define:

Time-To-Live (sec.)
Age-Of-xi (sec.)

= β · Prize(G′)∑
yi∈G′ Work(yi)

(8)

This leads to well-defined values for β that are easy to verify. Note that Age-
Of-xi needs a clock. Since absolute precision is not paramount to determine β,
it is possible to allow whichever client whose onus it is to recompute β to use
its own clock, and to require that the verifiers accept it unless the clock skew
is very substantial, such as more than one hour. This is the approach used in
current blockchain systems where clocks are required.

3.6 Verification

The transaction verification process is intentionally similar to blockchain-based
cryptocurrencies, with some small differences. Users verify transactions imme-
diately as they are received. Upon receiving notice of a new transaction xi, the
client first checks that all previous transactions collected by x are acceptable in
terms of formatting.

The next check is to ensure the transaction has the appropriate work attached
for the prize being claimed. A final part for verification is to check that the
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transaction xi itself is valid, which requires that it be both intrinsically correct
or well-formed, and extrinsically admissible or valid in the current ledger context.
The former condition is a (static) determination whether the transaction could
be valid in the smallest possible ledger context that contains it and its ancestors;
if that fails it is forever marked as ill-formed. The latter condition is a check
for double spending, and the conditions such as availability of fees that the
transaction is claiming.

3.6.1 Well-formedness

In order to check that a transaction is inherently well-formed, the criterion is
simply that it be valid in at least one POSET, namely the smallest possible
POSET that contains that transaction together with all the transactions it ref-
erences and their ancestors. This check is a special case of general conflict
resolution where conflicts are checked only between the transaction’s ancestors.
What makes intrinsic correctness important is that it is a permanent and static
notion: once a transaction has been deemed incorrect, it can be placed on a
permanent exclusion list, as well as any future transaction that references it.

For a given transaction t, let A(t) denote the ancestors of t and Height(t)

denote the height of t. We say that t has promptly converged ancestors if:

Definition 8 (Promptly Converged Ancestors). ∀x, y ∈ A(t),Height(x)+f(x, y) >

Height(y) ⇒ y ∈ A(x)

where f(x, y) is some positive function on x and y for instance f(x, y) =

βPrizeA(y)(y). Informally the definition means, that a transaction’s ancestors
are all converged promptly. Since the added condition is a static one, it sets
the same ground truth for all nodes regardless of their local dynamic view of
the system. One just has to to choose the function f() wisely, e.g., to mirror
depletion in the normal dynamic view of a long-running node.

Definition 9 (Well-formed transaction). A transaction is inherently well-formed
if the POSET including only it and its ancestors satisfies the following property.

1. The transactions are of the correct form, the mint and prize claimed are
correct.

27



2. The payloads taken in the total order are all valid (according to the payload
rules).

3. The parents all had prize available at the point when the transaction ap-
pears in the total order.

4. All transactions satisfy the promptly converged ancestors criterion.

It is also possible to add other well-formedness criteria to change the prop-
erties of the system; however, the above are sufficient.

3.7 Conflict Resolution

Verifiers may develop slightly differing views of the current state of the system
as it evolves, which can be formalised as saying that they will hold different
real views G1, G2, . . ., of some hypothetical true T–POSET G. This is due to
transactions taking some time to propagate through the network, and will resolve
by itself as long as no conflicts arise.

A conflict arises when two or more transactions x1 ∈ G1, x2 ∈ G2, etc.,
are published, such that there can be no single G that contains them all. This
would normally require a deliberate attack, such as double spending. The rule
for conflict resolution is simply stated as: The highest well-formed transaction
prevails (breaking ties deterministically).

3.8 Consensus

A verifier can share the network’s consensus view of the current T–POSET G of
valid transactions by applying the following algorithm:

1. Collect the transactions from all participants, giving sets G1, G2, . . . , Gn

and form G =
⋃n

i=1Gi for some n.

2. From G, remove all ill-formed transactions that are permanently ignorable.
Permanently ignorable transactions are those that could never become
valid since they are not well-formed, e.g., because they carry an invalid
signature, have two or more ancestors that mutually conflict, or carry an
illegal transaction payload. These can be immediately discarded.
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3. For the remaining well-formed transactions G′ ⊆ G that have neither been
deemed valid or invalid:

(a) Select the maximum-height well-formed transaction not yet classified,
and classify it and all of its ancestors as valid.

(b) Mark as invalid all other transactions that conflict with the validated
transactions from Step 1.

This conflict resolution mechanism is a generalisation of the conflict resolution
mechanism introduced in the Bitcoin Blockchain.

Maintaining consensus in this way requires incrementally recomputing the
height of every transaction. For an n-node annotated directed acyclic graph,
the trivial algorithm to compute the height of a node runs in O(n) time, re-
quiring O(n2) time to do the same for every node in the graph. Unfortunately,
O(n2) would become too large for a network with a constantly expanding set of
transactions. This is the purpose of the convergence mechanism, described in
Theorem 3. Once the graph has converged the height calculation only needs to
take into account the transactions after convergence.

3.8.1 Consensus in the Graphchain Model

Since the Graphchain model is different in structure from a blockchain, consensus
is achieved slightly differently. Consensus refers to the agreement on a set of
transactions, and we can say that the system has reached consensus on a certain
transaction set. In a blockchain, typically transactions that are considered part
of the consensus will be contained within a block that is in the main chain, but is
a number of blocks back from the current leading block. Quite how many blocks
back from the leading block is acceptable as consensus is subjective, though for
Bitcoin 6 is proposed in order to gain maximum assurance. In practice however it
is often lower. This means that the transactions are embedded in the system by
a considerable amount of proof-of-work, to the degree that the transactions are
immutable, and agreed on by all parties. The network has reached consensus.

The model for consensus in the Graphchain works in a very similar way. For
any set of transactions, the more transactions that confirm a previous trans-
action, the more unlikely it is that it will somehow be removed. Thus a set
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of transactions are considered to be part of the consensus if there is a cur-
rent leading transaction that is a descendent of all of these transactions, and the
transactions themselves are sufficiently encapsulated in proof-of-work, where the
sufficiency is again subjective, though it can be quantified.

3.9 Mining and Minting

Minting is the process whereby the cryptocurrency token (or coin) supply is
created. Coins are minted by the mining process included with a transaction.
When creating a transaction, the transaction creator can assign a mint value
prescribed by the system parameters. This value is determined from available
data before forming the transaction, for a transaction xi, it is calculated as:

Mint(xi) = f(Work(xi) · Height(xi)) (9)

for some function f , for example f(x) = α ·x for some publicly known constant
system parameter α = α1.

While the intention is to describe the minting function Mint in such a way
that it remains as flexible as possible, realistically for the choice of function f ,
within Mint, to be compatible with the design goals of this framework, there
must be some feedback adjustment mechanism for f , similar to that of the
value β (Equation 7 and 8).

3.10 Monetary and Inflationary Policy

The framework is free from the choice of monetary policy, embodied by the
minting function Mint. It can be either inflationary or deflationary, and rigidly
fixed or adjustable by consensus or using an external mechanism. It is possible to
target an arbitrary inflation schedule, using a decentralised feedback adjustment
mechanism for f .

An important distinction from Bitcoin here is that miners can define their
own reward based on how much work they are able to produce. The intention is
that small miners can gain some small reward for their verification effort.

With this in mind, it is important to note the following:

• As long as the reward function f is not super-linear, there is no incentive
for miners to form Bitcoin-style mining pools.
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• Sub-linear choices for f would disproportionately reward smaller proofs-
of-work. In this case, care should be taken in choosing a lower threshold
for the amount of work required for a transaction to be included on the
graph.

• If the function f is expressed as f(x) = α · x for some α ∈ R and α is
kept constant throughout the life of the system, then the coin supply will
grow as the total verification work grows.

• Thus, for constant α:

– if the total work stays constant, e.g., after reaching an adoption
plateau, inflation will be linear;

– if the total work follows Moore’s law, then inflation will follow the
same doubling growth.

• It is possible to use a decentralised feedback adjustment mechanism for
the choice of f . This could be achieved by letting f(xi) = α1 ·Work(xi)+

α2 ·Height(xi) and adjusting the constant value α = (α1, α2) after certain
height intervals have been surpassed. From the perspective of this work,
this is the recommended method, as it allows for greater control over the
inflationary measure which influences the security of the system.

3.11 Transaction Application Layer

The framework presented is essentially agnostic as to the mechanism used for
creating and spending transactions, other than that there is some way to reward
the miner. For example, the transactions can be signatures on messages assigning
that assign tokens, as found in many currency cryptocurrencies. Alternatively,
one could use Ethereum-like [32] transactions with a richer scripting language.
The only requirement is that transactions provide a ledger-based value creation
and transfer mechanism, in order to use incentives to drive the system security
properties.

3.11.1 Rich payloads

When using transaction payloads which are Turing-complete and allow compli-
cated smart contracts care must be taken. Namely, unlike the current prominent
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examples, in Graphchain it is possible for transactions to both included in the
POSET which do not know about each other at the time of creation. This
means that the state of the system is not known when the instruction is given.
Consider for example a smart contract which controls the flow of water from a
dam; the flow down river is insufficient, so a controller orders the flow increased.
However, unknowns to the controller several other controllers gave the same
order in parallel and when all orders are received the compounding effect is that
the flow is increased so much as to cause flooding downstream.

Fortunately, this issue can be easily rectified by introducing into the payload
layer a requirement that the state of the smart-contract when the transaction is
received is the same as when it was created and reject all transactions for which
this is not the case.

4 Security and Properties

This section deals with the security and properties of the proposed graphchain
framework. The properties that are important here are that the system can
eventually arrive, and ideally quickly, on a consensus of what transactions have
taken place and that double spending is prevented.

Definition 10 (Generalised Proof-of-Work Scheme, Difficulty and Work). A
generalised PoW Scheme is characterised by a function S taking puzzle a and
solution b as inputs and returning either true or false. A puzzle a has compu-
tational difficulty d, if the expected number of computational steps required to
find a solution b satisfying S(a, b) is d.

Furthermore we say that the work of finding a value b such that S(a, b)

returns true is equal to d, and write Work((a, b)) = d.

In practice, the most common PoW schemes used in modern cryptocurrencies
are based on hash functions, where the difficulty is easily adjusted, verification
is quick, and inputs can be arbitrary.

We can now analyse security by appealing to the incentive structures within
the system. First, we need to make some assumptions on the participants, in
keeping with the incentives from decentralised cryptocurrencies. The analysis
focuses on incentivising players to cooperate. To that end we introduce rational
players, which is a strictly stronger assumption than assuming honest ones.
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4.0.1 Rational Players

A rational player adheres to the correctness rules of the protocol, but will deviate
from them in order to gain greater reward. A rational miner seeks to maximise
the value of their reward (from minting and fee collection alike) for any given
amount of expended effort. A rational transactor acts rationally if they seek to
ensure the acceptance of transactions in which they have the role of payer or
payee. Rational players take on both roles.

4.0.2 Adversaries

An adversary seeks to disrupt the system, and may act in any way they wish.
An adversary in this system can control up to 49% of the computational power
within the system, and may create transactions. However, the adversary is not
able to forge transactions on behalf of legitimate participants. Moreover, the
adversary is not able to prevent rational players from seeing all transactions that
are created.

The basis of the analysis assumes that the majority of the participants in the
system act rationally.

Importantly, the focus is on the validation and consensus aspect of the se-
curity of the system. The security aspect of the transactions comes from the
underlying primitives.

4.1 Double-Spending Resistance

A key priority is to ensure that a broadcast transaction quickly becomes agreed
on by the majority of nodes, and cannot later be removed in some way. Once the
transaction has gained enough weight, from the sum of its descendants’ work,
it can be deemed impassible: it will no longer be feasible or economical for an
adversary to try to displace it.

For any two transactions xi and xj , xi conflicts with xj if for any honest
party U accounting for incoming transactions, U can accept either xi or xj but
not both. There are a few ways for conflicts to occur, with the most obvious
being that two transactions attempt to make payments from the same source,
and of a transaction attempting to extract too much value from an insufficient
source. Both are generalised as instances of double spending.
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Theorem 1 shows that the weight, or total verification work accumulated on
a transaction by it and its descendants, directly translates to its level of security.

Theorem 1 (Double-Spending Resistance). Let G be a T–POSET, let xi be a
transaction element in G, and denote by c the weight of xi in the context of
G. Let A be a probabilistic polynomial time adversary attempting to include a
transaction xj that conflicts with xi, and bounded by a maximum of k compu-
tational steps. Assuming a rational majority, the probability that A can cause
xj to displace xi in the majority consensus is approximately k · c−1.

Proof. From the verification procedure, in order to replace transaction xi, A
needs to form xj with a greater total weight than xi, as described in Definition 4.
From Definition 10 it follows that for k steps, the probability of succeeding is
k · c−1 as required.

This is simply stating that to displace a transaction, based on a system of
rational players, you have to out-work the previous transaction. While this pos-
sibility remains available for a short while after the transaction is first broadcast,
once it is picked up by other participants, it quickly becomes difficult to outwork
the cumulative effort of the system as the weight will keep on growing. Next it
is shown that under the incentive structure presented, transactions consolidate
quickly.

4.2 Graph Consolidation

The scheme as envisaged provides an incentive to work on the latest transactions—
the leading edge—which is important both for fast verification and for conver-
gence.

Theorem 2 (Leading-Edge Preference). Let G be a T–POSET, and let x1 ∈ G

be a legitimate transaction forming a proof-of-work on a set of distinct transac-
tions X ⊂ P . Any optimal strategy for a rational player will include x1 within
the next transaction.

Proof. Let v′1 represent the total prize of transaction x1 and let vi represent
the prize of transaction xi ∈ X. By definition v1 ≥

∑|X| vi. A rational player
will prefer to reference x1 over any transaction in X, as it maximises the prize
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available for collection, thus offering greater expected reward for the amount of
effort.

4.3 Convergence

Now consider the time it would take for transactions published at a given time to
all share a common descendent. Convergence, in this sense, means that at some
point there will be a future transaction, xi, which will be a common descendant
of all the presently published acceptable transactions. With a rational majority
of players, all such transactions will at some point share a common descendent.
Fist it is necessary to define the properties of convergence.

Definition 11 (Convergence). Let G be a T–POSET with n published trans-
actions. Let x be a transaction in G such that for all g ∈ G, Height(x) ≥
Height(g). Let G′ be the set of transactions containing x and all ancestors of
x, and let G′′ be the set of transactions that conflict with transactions in G′. If
for every transaction g′ ∈ G′, Height(x) ≥ Height(g′), then we say that G′ is
converged at x. The set of transactions in G′′ are said to be ignorable and the
set of transactions G′′′ = G \ (G′ ∪G′′) are said to be unconverged.

From Definition 11, we see that for a graph of transactions there may be
many converged subsets.

Definition 12 (Divergence). Let G be a T–POSET with n published transac-
tions. We say that G is diverged if it is not converged. Specifically, if there exists
some set G′ ⊆ G such that for every xi ∈ G′,Height(x1) = Height(x2) = . . .,
for every g ∈ G \ G′,Height(x1) > Height(g) and there exists xi, xj where
xi ̸= xj and both are conflicting.

Theorem 3 (Convergence). Let G be a T–POSET and let there be n published
transactions such that all transactions are valid, altogether non-conflicting in
G. After some period of time t, G plus all additional transactions will become
converged.

Proof. For all n transactions in G, if there is one transaction such that all other
transactions its ancestor, then G is converged as required.

Otherwise, list all transactions in a list L that do not have any descendants.
Assume that there are k distinct transactions of this type, and we know k ≤ n.
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None of the k transactions can be the descendant of another such transaction in
L otherwise it would not be in L. By Theorem 2 we know the optimal selection
for a rational participant, when creating a new transaction, is to select the k

transactions, as this will offer the greatest prize. The next transaction by any
rational participant will collect all k transactions in the list L. This transaction
will be the common descendent of all transactions within G.

4.4 Strong Convergence

Not only is it the case that any given set of suitable transactions will soon share
at least one common descendant. It can be shown that, at some later point, any
further transaction will always be a descendant of the entire initial set.

Theorem 4 (Strong Convergence). Let G be a T–POSET and let G′ ⊆ G be a
subset of n transactions in G, all valid, non-conflicting, and with no descendants
in G. Assuming a majority of rational players, for any large enough superset G̃ ⊃
G, then any future transaction that can be added to G̃ must be a descendant
of all the transactions in G′.

Proof. By Theorem 3, all transactions in G′ will eventually have a common de-
scendant. At this point, this descendant transaction which we call xG, along
with all other descendant-less transactions will be candidates for inclusion by
a following transaction. Let there be n of these transactions. Now as in the
strategy for proof from Theorem 3, all of these transactions will eventually con-
verge. As more transactions are added, xG will eventually have no claimable
prize remaining, thus all players will be forced to construct transactions on the
descendants of xG, which contains all of G′ as required.

This property shows that, after a while, our T–POSET-based verification
graph is as strong as a Bitcoin-style consolidated Blockchain: every new PoW
reaffirming every sufficiently old transaction.

5 Discussion

This section forms a discussion of the properties of this system, highlighting the
differences with Bitcoin (and generally all Blockchain-based cryptocurrencies).
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5.0.1 Stability

As the system progresses, conflicting subgraphs may have appeared and branched
out from the main graph. These subgraphs should eventually be discarded to
avoid overloading the memory of the verifiers. However, they must persist for
some period of time until it has become clear that the network consensus is that
those conflicting transactions should be discarded, rather than the transactions
they are conflicting with.

For example, if two conflicting transactions are relayed to different nodes,
both nodes may later receive the other conflicting transaction. After some period,
additional transactions will be broadcast predominantly confirming either one or
the other of the conflicting transactions. Eventually, one transaction will pull
ahead of the other in terms of weight, and as the difference increases the verifiers
will switch to the graph of greatest height, reaching global consensus.

5.0.2 Liveness

An immediate consequence of the incentive structure is that the system will
exhibit a liveness property, meaning that no otherwise valid, transaction will stay
unverified and thus orphaned for long, before being incorporated into the mesh
of converged transactions.

5.1 Attacks

One salient difference between the Blockchain and the Graphchain verification
approach is the short-term vulnerability to attacks.

5.1.1 Casual Attacks

Casual attacks are individually motivated and relatively simple attacks, such as
someone trying to form a double spend transaction. Bitcoin transactions are
defenceless against casual attacks, until they get picked up onto the Blockchain
(taking ≥ 10 minutes in theory, and hours in reality due to congestion, which
is only mitigated by paying a large fee). Even the commercial services that,
for a fee, offer to guarantee not-yet-verified Bitcoin transactions, do no such
thing; they merely offer an indemnification warranty to the recipient in case a
conflicting transactions gets picked up instead.
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The proposed framework closes this opportunity for casual attacks very
quickly, because unverified transactions adding to the prize act as a magnet
for their immediate parallel verification by multiple users.

5.1.2 Concerted Attacks

Concerted attacks are focused attempts to dislodge a specific transaction, using
substantial computing power. The vulnerability profile of Blockchain transactions
against concerted attacks is essentially the same as a casual attack: defenceless
for a significant period until consolidated, then sharing the strength of the block
that picked it up, which then increases as the chain predictably extends from
there.

In a graphchain system, vulnerability decreases right away as verifications
accumulate. Partially verified transactions retain temporary exposure to a con-
certed attack, since a powerful attacker may have the temporary local ability to
overpower the honest majority by focusing all of its efforts against one specific
target. On the other hand, once a transaction nears or reaches convergence, it
will be as strongly affirmed as it would be in a blockchain system of equivalent
total verification power.

Note that there is little rational value in using much energy to remove a
previous transaction beyond its spend value (e.g., in a double-spending scenario;
see Theorem 1), outside of attacks that seek to displace a transaction for other
reasons.

5.1.3 Disruption and Denial of Service (DoS)

DoS attacks are attacks where attackers seek to disrupt the operation of the
system much as possible, for example, by flooding the network with multiple
small transactions with mutual conflicts, in an attempt to stall verifiers and clog
the network.

Verifiers can employ simple heuristics based on the age and offered prize of a
transaction to determine if it holds any value before seeking to determine or revise
its validity. This is in fact precisely what the incentive structure recommends.
By doing so, the system remains unclogged by flooding, unless the attackers are
willing to put in an effort equivalent to a 51 percent attack.
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In blockchain systems, by contrast, the bounded size of the blocks combined
with a fixed renewal period creates a DoS vulnerability not present here: it is
possible to cause the blocks to fill up by sending many small valid transactions,
at the only cost of their transaction fee, to clog up legitimate transactions.

5.1.4 DoS hardening

In this section we describe the expected behaviour of a node in the network and
actions it should take to harden itself against DoS attacks. For simplicity we
consider a passive node, one that does not create any transactions.

A node in the network is connected to a relatively small (in the size of
the entire network) number of peers. These peers tell the node about new
transactions that are appearing in the network; when one of these peers informs
the node of a new transaction, the node takes the following steps:

• It checks that the transaction is intrinsically well-formed (see Section 3.6.1)

– If it is, the node checks that the transaction is compatible with it’s
existing view of the network,

∗ if it is, the node updates its local view accordingly,

∗ otherwise,

· if transaction is higher in height then the current head, it
reconstructs its local view form that transaction as described
in consensus (see Section 3.8).

· if the transaction is lower in height then the current head, it
stores the transaction (if the transaction is sufficiently low
in height and incompatible with the current local view the
node will blacklist the sender).

– if the transaction is not intrinsically well-formed the node discards the
transaction and blacklists the sending peer (who may be corrupt).

It seems sensible to have some hesitation about changing the local view of system
for insufficient reasons. In Graphchain this would be modeled by requiring the
height advantage of the conflicting change to be sufficiently large with respect
to the amount of local view with which it conflicts. For instance, a very shallow
revision would be switched for any height advantage but one displacing the entire
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contents of the time-to-live window would require a significant high advantage.
At present, we exclude this from the DoS hardening but if switching seems
sufficiently expensive, this decision should be revisited.

5.1.5 Splitting the Graph

An attacker attempts to fork the T-POSET by simultaneously broadcasting
two conflicting transactions of equal height, then actively working to keep both
branches level to avoid convergence.

In the worst case the network will be exactly split in two, with one side
selecting one transaction as valid and the other as invalid. It will then be a race
for one side to increase the weight of their branch. Once one side moves ahead,
the entire network will consider this branch to be the true set. In order to keep
the system in a non-ordered state, the adversary has the challenge of attempting
to make the other branch higher, faster than the entire network can achieve this.

5.1.6 Pre-mined double spending

One attack that is potentially possible on a Graphchain-style system that is not
possible on linear system is the pre-mined assisted double spending. In this
section we will describe the attack and describe why it does not work. We will
use the notation of ConfirmationTime to denote the the time a party waits before
they are satisfied that the transaction will be included in the history. We will
denote ConfirmationRate to denote the rate of honest verification work per time
unit and AdversaryRate to denote the adversary verification work per time unit.

The attack is used by an adversary with less then 50% mining power, the
adversary has two conflicting transactions and wants a party to believe one trans-
action is included but then switch the network state, effectively double spending.
The attack begins by the adversary posting one of the conflicting transaction and
then waiting out the ConfirmationTime. The adversary having now received their
benefit posts the conflicting transaction and the additional (previously hidden)
transactions they have pre-mined.1 Against a general DAG based approach this
attack will succeed provided that the adversary has pre-mined for time greater
then ConfirmationRate*ConfirmationTime/AdversaryRate.

1For this to work it is crucial that the additional hidden transactions reference the con-
flicting transaction not the other way around.
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This attack works on DAG based approaches but not chain based because
in the chain based approach the adversary’s pre-mining cannot be combined
with the honest work produced in the same time period; in contrast, in DAG
based approaches both the honest work and hidden work can be combined into
a coherent history, provided they are non-conflicting.

Graphchain prevents this attack by careful choices of dynamic incentives and
static checks. Recall that a transaction is only well formed in Graphchain if all its
ancestors have promptly converged, because of this pre-mining transactions and
not forwarding them to the network will create transactions which cannot ever be
part of the same POSET as honestly created transactions. Therefore it suffices
to let the ConfirmationTime be greater then the ( AdversaryRate

ConfirmationRate−AdversaryRate) ∗
time-to-live parameter to completely prevent this attack.2

5.2 Practical Considerations

This section addresses the practical consideration that must be made when cre-
ating a graphchain based system. These considerations are outside the scope
of the proposal here, as they represent design decisions for implementation.
Nonetheless, they can be important for a practical cryptocurrency proposal.

5.2.1 Transaction Size and Cost

Any implementation would expect or even require that the cost or fee to be
posted by a new transaction, directly reflect the total bit-size of the transaction.
Fee has the added benefit of making the transaction more desirable to include
quickly, and so higher fees can attract faster verification. Choosing whether such
a rule should be hard-coded in the system, or softly expected by the verifiers as a
natural consequence of the game theoretic incentives, is left as an implementation
decision.

2Even without this criterion, one can choose the dynamic requirement that any competing
conflict must add additional height greater then that completed by the honest network in the
time since the hidden DAG branched off; this, also, would suffice to thwart this attack.
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5.2.2 Bootstrapping and Early Adoption

In order to instantiate the system, origin transactions must be created, which
can come loaded with an initial prize for collection. It will also be necessary to
select a minting function, which will determine the rate of inflation and hence
the inherent incentives, or disincentives, to early adopters.

5.2.3 Scalable Throughput and Responsiveness

Unlike Bitcoin and all other blockchained cryptocurrencies, there is no cap on
the number of transactions verifiable in any period of time. Since transactions
verify each other, a surge in transactions broadcast will be instantly met with an
equal surge in verification response.

We note that Bitcoin is mired in a debate concerning the total size of trans-
actions that can appear in a single block [44], an exclusively blockchain-model
problem.

5.2.4 Light and Thin Clients

Having to collect and order transactions may seem overly burdensome for thin
clients, such as clients on a smartphone. While implementation decisions such as
these are not the main focus here, note that in blockchain systems, thin clients
only use recent block headers. The same principle can be applied here, in that
once the system has reached convergence, a thin client can store this state. It is
then possible to verify a transaction is in the state by requesting and checking
the other transactions in the tree to any transaction in question.

6 Simulation and Experimental Results

This work has developed a simulator to check that a graphchain system can han-
dle the same throughput of transactions as a blockchain system. This was de-
signed to experimentally ascertain whether that the proposed algorithms induce
the right system behaviour. The implementation is written in the programming
language Rust [41], and relies on assumptions for the incentives of the graphchain
system. An interesting observation is that the simulation reaches convergence
quickly even if the parents for a new transaction are chosen randomly.
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LEN NO RTE DLY ATL ACT CPUT

10hr 5000 0.14 per s 10s 1000s 10s 1s
10hr 10000 0.28 per s 10s 1000s 10s 3s
10hr 20000 0.56 per s 10s 1000s 10s 16s
10hr 30000 0.83 per s 5s 500s 5s 2s
10hr 40000 1.11 per s 5s 500s 5s 3s
1hr 10833 3 per s 6.2s 620s 6.2s 31s
2hr 21666 3 per s 6.2s 620s 6.2s 62s
24hr 21666 3 per s 6.2s 620s 6.2s 744s

Table 1: Graphchain Simulation Results

Table 1 provides the data for several simulations, indicating for each: the
simulated time length of the execution (LEN), the final number of nodes, or
miners (NO), the average transaction arrival rate (RTE), the incurred delay
(DLY), the average time to live until a transaction becomes depleted (ATL),
the average time until convergence (ACT) and the real CPU time taken by the
simulation (CPUT). All times are using the clock of the simulation, except for the
CPU time which is in real seconds. Times are displayed in seconds and hours.
Of particularly interest are the last three rows (data rows 6, 7 and 8) where
the simulation has been tuned to have an equivalent transaction rate as the
current Bitcoin network. The reference transaction rate is the peak Bitcoin rate
of 260,000 transactions over a day on Monday 7 November 2016, using data
from coindesk.com. This transaction rate has been adjusted for simulation
length in order to achieve the same median network delay, and is calculated from
data available at bitcoinstats.com on the same day. The upshot is that the
simulation, running on a single i7-4770 CPU was able to match the transaction
rate of the current Bitcoin network and verify all transactions in almost real time.

7 Conclusion

The primary objective of this whitepaper was to establish an alternative way
of creating a distributed cryptocurrency that avoids the bottlenecks and cen-
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tralisation issues that come packaged with blockchain implementations. This is
achieved by redesigning the foundation layer, in favour of a more natural decen-
tralised verification process. This whitepaper has demonstrated that this process
still ensures that all new verification effort secures every previous transaction, af-
ter a brief period of convergence for each transaction. By creating a framework
in this way, the aim is to get closer to the moral of a decentralised cryptocurrency
which is still found wanting in current implementations.

This research focuses on removing the block construct from cryptocurrencies
in order to improve the decentralised aspects. This is achieved by promoting
collaboration over competition and forming transactions into a directed acyclic
graph. Further, it is demonstrated under the assumption of a majority of rational
actors, that the system will eventually converge, and will adopt similar security
properties ot Bitcoin in these converged states.
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